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Intel® Hardware Shield
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INTEL® RUNTIME BIOS RESILIENCE
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INTEL® HARDWARE SHIELD : CONTROL-FLOW ENFORCEMENT TECHNOLOGY

Intel® Control-Flow Enforcement Technology (Intel CET)

BT EEE = Intel® Control Flow
Enforcement

Technology
INDIRECT BRANCH SHADOW STACK (SS) (Intel® CET)= A HHE O]

TRACKING (IBT) &edl Giiean mrotmotion to iafenid mil o
elivers return a resspotectton to defen agalnst D_”EE' _Tol_j_:! O_” EHOI_"

IBT delivers indirect branch protection to defend against return-oriented programming (ROP) attack methods. 51O n
jump/call oriented programming (JOP/COP) attack methods. Ol o] S | -I |.
e o o812 T ATt

PROGRAM ' Intel CET & o= O
S [ 00| = 22 0f7| & Hof

endbranch

<main> : 1L S OI o D1
' add rax, rbx = : i%l’ E| O-I AN —
movg $0x4004fb, -8(%rbp) Return 1 E _n
le)lv (—ys}:,m D), Yordx retq Return 2.1 ] Return 2 OI_I él 1 1A‘I| EH 9'- l O | (e) 9_'
call *%rdx — —
ZZ MO AHE 7Hs et
¢ — o O —
Intel CET will hel I Ao
:tttzckcrs ;:L)m Tui?a:i;etr: 7 | E OI El'_

arbitrary addresses Intel CET will help block call if return
addresses on both stacks don't match




INTEL® HARDWARE SHIELD : CONTROL-FLOW ENFORCEMENT TECHNOLOGY

Forbes

EDITORS' PICK

Intel CET Raises The Bar For
Malware Defense

Tony Bradley Senior Contributor m

Intel® Control-Flow Enforcement Technology (Intel CET)

INDIRECT BRANCH SHADOW STACK (SsS)
TRACKING (I1BT)

PROGRAM
IN MEMORY

Intel CET helps protect against ROP/JOP/COP malware

Intel CET is built into the hardware microarchitecture and available across the family of products with that core
On Intel vPro® platforms with Intel® Hardware Shield, Intel CET further extends threat protection capabilities.

Malware is a massive, overwhelming plague for companies and
individuals. AV-Test identifies an average of over 350,000 new
malicious programs and potentially unwanted applications (PUA) every
day. There were over a billion malware threats identified in 2019, and
that is projected to increase by nearly 600,000 i

malware is a huge problem. Intel is working to address the problem and
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INTEL® HARDWARE SHIELD - ADVANCED THREAT DETECTION

~ Urpose ove e perto S
~ 0O A (A DD DR ~
Cloud Delivered
® O EDR Remediation
x eat Detectio 0es beyo = e &Tile
Security
e O O O < ISV Agent
AR Y
N -\V/= N nse O 0 e nse R R R R Y N
) ~ 9Q ) ale s
O = O O O - Al Runtime
- O d aVO eLe O = O O -
X Al TOr Better Se ACcelerate perto S Performance Pl
- = JA - aleo O orle 0O - Monltoring Unit —~~ Integrated
= Telemet
corate D B00 = 0 a £ GPU Security
= ¥ e Al Offload
’ St CPU - SOC G
- o OMpPro e- Bolste -
a O e 0 a : a Oce : ® - O

intel.




INTEL® HARDWARE SHIELD - ADVANCED THREAT DETECTION
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REMOTE POWER ON AND UPDATE
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KVM REMOTE CONTROL WITH INTEL® PROCESSOR GRAPHICS
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HARDWARE INVENTORY
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EVENT LOG

vent Log

Event Time Source De! ription
o 442312007 g

) e Unspecified entity St Ing operating system boot process
472312007
11:47 am
412312007
11:47 am
. 412312007 ~

02 Unspecified entity Un pecified platform event.
Disk or disk bay £ ding hard-disk initialization and test

USB resource configuration,

Network

4!73l2007
0 11:47 am
—~ 42312007 _

Add-in card Video initialization

Performing PCI configuration.
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