


1. 27|HA| Ato| 9I¥

2. O] AJO|L{ Ot S 1

7|14 A sw ==

awasAA

AGENCY FOR DEFENSE DEVELOPMENT




@atgnré.*a;t&

AGENCY FOR DEFENSE DEVELOPMENT




1A Ato|e] $= Al

o|A2tH "Al2|otA HFE o2t EE2 o|=H '2=

ZlAtel= 2018/02/12 16:05 S1¢

OIR MQ-170 "HIEI'E S &6 HE ME---CHSHH "SAH

H —
4 TeNRSARL
AGENCY FOR DEFENSE DEVELOPMENT



1A Ato|e] $= Al

w S8t B O|AIY AlREAL
- 2014 S E| X|2E 02| OJA}
mey o= 2 0jAFY WA g

gREBR

i R4

(@A &E T2

Aol 3A0.2 vAId EAHY F3t- 2 8% 3 78 Ak

* Left of Launch(%A} 5F 22)

{ ordEC, BRpE S0 )

Y3 Y1 WL 3H

20174 3Y 6 Y QY AV4H E3

SFA} QIEH MY |0l £ ‘Left of Launch’ 27 QUQICH

HFO{ M EF ‘Left of Launch(&AF &1 A
dongA.com

“OrE QIE0l H=S SOtk EM, (1 OIMZEHAHE) BIE BHolM XI5 JHS6HR 20

=
IynsaFa
AGENCY FOR DEFENSE DEVELOPMENT



1A Ato|8] $& &2l

w 2IIHIA swel F24& (vulnerability)0] 224 CHA
w 2IIHA Alo[b] 13 &k off

= MEAX XH|O|AM ME EFX Ol B H =0
" FIHA WEE SWO| @ 8RE HE

S

 FZIHAL Mojds ZxorY 7[s Ol &

0O
e
Ol
40
U

.
6 IwnsAF A
AGENCY FOR DEFENSE DEVELOPMENT



F71H Al AlO|HECIS| ER Y
v 2IIXIANIMC SW HIE &}, SRM =7}
R .
HUSE=27|(SWLIE) ALBHIS i e
3 H| #=d | aAud | of=gd | s . : (90%)
H & | 7-8% 35% 56% 68% , # (ZO%/E) =
/ (65%)
F-16
9,#;:' (45%)
(35%)
7 F-4 (4\071)
(8%) > L=
1960 1964 1970 1975 1982 1990 2000 2007

K1A1HX}('97H) KOXIF £ ('99H) K2 MXI('07)

122+ 212l

K BN FI7|HA SW LHLHUALY, 20124

622+ 2t

B H
o
B
e
re
4
b



SF71HA AlOIHELIS] ERH

v RIIHA LIS sw &g sig
27|14 L
= T o O _?__9_
Lo3y %, 170 | DEAAEHHA, 2UBAE UAY ATIEEE UAY
T (R 2 01|3H EQ) K7 @S EAIEH|, X7 ||, A7 | EEEE
= e —H UAV, TICN, 2t 5 C2AN| A =
SraAd RSN EN A, O|X| AT EMA, Y-S
SHj o 92F EXA, X2 FESHH A, sie0ls2-dSH A,
Aol 2T S A A, S X| 2| S A ZH| &
S| Ejl %Al—jl E(_D_l C4I/EA| 7|-A|/I—|7CI- SEOX X'-/OI
frn | 7 = I__l__l _II__ O_l_ o —r O o= © O L— d
5T | WAL TS sazey sel we 5
¥ 24 2IIMH WES sW 2| 8&(322, 2016.2.)

2 0

gre

B



S71RIA AIO|tH O] QM

w PIIMA SW 2t AHY =l

Infantry Carrier Command and
Vehicle Control Vehicle

The Making of Iron Man | The U.S. military has launched a program to design a new suit for elite forces
|EXISTINGGEAR

HELMET
Basi helmets provide modest protection from
bulets, shrapnel and explosions. Troops

often attach night-vision goggles for

better visibility on missions.

BODY ARMOR
US, troops wear kmited amounts of
body armor designed to protect vital
organs and allow them to move with
speed and agility.

LOWER BODY
Current uniforms provide
limited lower-body

HELMET
Future helmets may include

Glass-type interfaces to help US.
forces spot hidden threats,

COOLING SYSTEM

temperatures of U.S. troops
encased in the the body armor,

MOTORIZED EXOSKELETON
The suit would likely include a
motorized exoskeleton to help

FUTURE IRON MAN SUIT |§

visors, sensors and Google L

Suits could include a cooling p
system to help requlate the body B

Unmanned Air Vehicles

d W 4 &

Class | Class Il Class I Class IV

Unattended Munitions

Unattended Intelligent
Ground Sensors NLOS LS Munitions
System
|
Ld -
Unmanned Ground Vehicles
i
P
Small

ARV RSTA ARV Aslt (Manpackable) UGY

Armed Robotic @% ’.-#

Vehicle (ARV
¢ } ARV-A (L) MULE MULE

protection carry the hundreds of pounds of
added weight from the body

GEAR armor and high-tech compenents

US. forces can carry more

than 125 pounds of gear, POWER

including grenades, knives,
radios, ammunition
magazines and flashlights,

Future suits might be powered
by a small engine.

BODY ARMOR

The full-body suit would provide
dramatically increased body-
armor protection extending to
limbs,

Seurce: US. Special
Operations Commend;
U.S, Army; Rewisien A¥Htary

The Wall Street Journal

[TALOS program, DARPA]

(Countermine) (Transport)
[FCS, U.S. DoD]
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#» SDL(Security Development Lifecycle)
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D After SOL After SOL
o Xl : X_” % E OI_I. O A EH % Sources: Microsoft Security Blog ond Microsoft Techiet Security Blog
1. Core security 2. Establish 5. Establish 8. Use Approved  11. Perform 14. Create an 17. Execute
training Security Design Tools Dynamic Incident Incident
Requirements Requirements Analysis Response Response
' e Plan
3. Create Quality ~ 6. Perform Attack 9. Deprecate 12. Perform Fuzz 15, Conduct Final
Gates/Bug Bars ~ Surface Analysis unsafe Testing e R
e / Reduction Functions
. Perform
Security and 13. Conduct 16. Certify
Privacy Risk 7. Use Threat 10. Perform Static Attack Surface  Release and
Assessments Modeling Analysis Review Archive
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5000.02

DODI
8510.01

DoDI
8500.01

Operation of the Defense
Acquisition System

Risk Management Framework
for DoD Information
Technology

Cybersecurity
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All the information systems planning to purchase or develop by DoD must be
confirmed if information assurance strategy related to standard and structure are

in agreement with DoD’s policy

Guidelines are provided for RMF for DoD IT and related cyber security policy

establishment

General Guidelines are provided for protection and defence of DoD IT
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Lower Fidelity Mission-Based Cyber Risk Assessments Higher Fidelit

(
( = Phase 5
Phase 1 Phase 2 Phase 3 Phase 4 Coo ; Phase 6
; . - perative :
Understand Characterize Cooperative Adversarial Vulnerability Adversarial
Cybersecurity the Cyber Vulnerability Cybersecurity ; Assessment
Requirements Attack Surface S and Penetration
q Identification DT&E AEEEeETTET
Cybersecurity T&E analysis and planning
\.
\_ DoDI 5000.02, Enclosure 14 — planning and conducting cybersecurity T&E )
CDD : Capabilities Development Document OTRR : Operational Test Readiness Review
CDR : Critical Design Review PDR : Preliminary Design Review
CPD : Capabilities Production Document TRR : Test Rediness Review

IOT&E : Initial Operational Test & Evaluation DT&E : Development Test & Evaluation
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