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I eJFireEye Intelligence Center Malware
FE_APT_Exploit_ HWP_ASIX

Alias: Kaba
FE_APT_Exploit_HWP_ASIX_shell
SOGU is a backdoor that is capable of file upload and download, arbitrary process
ution, filesystem and S , service configuration a g MR
access, and implementing a custom VNC/RDP-like protocol to provide the C2 » " FE_APT_Exploit_HWP_Happy
server with graphical a desktop. SOGU also provides SQL database .
querying capabilities. It may ate using HTTP POSTSs or a custom binary FE_APT_Explol(_HWP_JsExplou

FE_APT_Exploit_HWP_JsExploit_gen

- s o ttbution: Nort K All import func ; R alwar . or \ FE_APT_Exploit_HWP_Object_BodyText_gen
H orea
| uspected atiribution: Rorh ores tab cluding impor on names) are ste FE_APT_Exploit_HWP_Object_EPS_generic
| obfuscated and are decrypted into temporary buftem for use vunt\me These
Target sectors: Primarily South Korea — though also Japan, Vietnam and the Middle East - in various
temporary buffers are usually immediately overwritten to hide the data in case
industry verticals, including chemicals, electronics, manufacturing, aerospace, automotive, and process memory is dumped analysts
¥¥ healthcare. ’
* | Variants of this malware may be configured with proxy credentials to use if it
* | Overview: Our analysis of APT37’s recent activity reve: hat the group's operations are expanding in

detects that proxy authentication is required. The malware has two modes of (e -
scope and sophistication, with a toolset includes act o zero-day vulnerabilities and wiper communication with the C2 server: a custom binary protocol or HTTP. The HTTP ¥ A FE_APT_Exploit HWP_Object_JsLove
malware. We assess with high confidence that this activity is carried out on behalf of the North Korean Additional Resources appears to merely tunnel the custom binary protocol. When using HTTP POST Yo~

government given malware development artifacts and targeting that aligns with North Korean state requests, the object path s the format string /update? 8.8x, where the %8.8x i . FE APT Exploit HWP Object LargeObject
interests. FireEye iSIGHT Intelligence believes that APT37 is aligned with the activity publicly reported APT 3 ape value is replaced with a random hexadecimal value on each request. It also adds ; _AFT_Exploft_ SR aTE )

as Scarcruft and Group123 the non-standard HTTP headers X-Session, X-Status, X-Size and X-Sn. A sample ~ FE_APT_Exploit_HWP_Object_Shell_gen_C
> Overlooked North HTTP POST is shown in Error erence source not found.

Associated malware: A diverse suite of malware for initial intrusion and exfiltration A\umg with custom . L
malware used for espionage purposes, APT37 also has access to destructive malware . 3 FE_APT_Exploit_HWP_Object_Shell_Rich

0s d 993 HT -
Attack vectors engineering tactics tailored sp lly to desired targets, strategic web Accept: */* f FE_APT_Exploit_HWP_Object_Shell_Sanc

compromises ty, geted cyber espionage operations, and the use of torrent file-sharing sites to

distribute malware more indiscriminately. Frequent exploitation of vulnerabilities in Hangul Word
Processor (HWP), as v as Adobe Flash. The group has demonstrated ac: to zero-day - ~ tibl MSIE 6.9: Wind NT 5.1:5V1 /
. 5 patible; MSIE 6.0; Windows .1;5V1; i
vulnerabilities (CVE-2018-0802), and the ability to incorporate them into operations. 32: FE_APT_Exploit_HWP_Rich
FE_APT_Exploit_ HWP_Whoami

Back to to

FE_APT_Exploit_ HWPX_MyLV
FE_APT_Exploit_ HWPX_Object_LargeObject

APT37 s SR
APT1,9, 14(Military, DIB), 16,17,22,28,30 UNC147, UNC228 / ATP33(IRAN) N To)
SOGU, KABA, WINNTI, ZXSHELL, LURID, PEACECOFFEE, ZUMKONG, MACKTRUCK, TEMPHERMIT
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